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Abstract

Designers of software components can use finite-state properties to denote behav-
ioral interface specifications which enforce client-side programming rules that state
how the components ought to be used. This allows users of these components to check
their client code for compliance with these rules, both statically and at runtime.

In this dissertation we explain the design and implementation of CLARA, a frame-
work for specifying and verifying finite-state properties of large-scale programs. With
CLARA, programmers specify finite-state properties together with runtime monitors,
using a syntactic extension to the aspect-oriented programming language AspectJ.
CLARA then uses a sequence of three increasingly detailed static analyses to de-
termine if the program satisfies the finite-state properties, i.e., is free of property
violations.

CLARA produces a list of program points at which the program may violate the
properties, ranked by a confidence value. If violations are possible, CLARA also instru-
ments the program with the supplied runtime monitor, which will capture property
violations when the program executes. Due to its static analyses, CLARA can omit the
instrumentation at program locations which the analyses proved safe, and so optimize
the instrumented program. When much instrumentation remains, CLARA partitions
the instrumentation into subsets, so that one can distribute multiple partially instru-
mented program versions that each run with a low overhead.

We validated the approach by applying CLARA to finite-state properties denoted
in multiple formalisms over several large-scale Java programs. CLARA proved that
most of the programs fulfill our example properties. For most other programs, CLARA
could remove the monitoring overhead to below 10%. We also found multiple property

violations by manually inspecting the top entries in CLARA’s ranked result list.
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Résumé

Les concepteurs des différentes composantes logicielles peuvent utiliser les pro-
priétés des automates finis pour fixer les spécifications de l'interface comportemen-
tale qui controleront les regles de programmations définissant 1'utilisation des compo-
santes. Ceci permet aux utilisateurs de ces composantes de vérifier le respect de ses
regles par leurs codes sources, a la fois lors d'une analyse statique qu’a ’exécution.

Dans cette dissertation, nous montrerons la conception de CLARA, une structure
qui permet de spécifier et de vérifier les propriétés des automates finis dans des pro-
grammes étendus, puis expliquerons son implantation. Le programmeur, a 1’aide de
CLARA, peut définir les propriétés des automates finis en complément aux proces-
sus de vérification a ’exécution, en utilisant une extension de la syntaxe d’AspectJ,
un langage de programmation orienté aspect. CLARA utilise alors, en séquence, trois
analyses statiques de précision croissante pour déterminer si le programme respecte
les propriétés des automates finis.

CLARA produit une liste des positions dans le code source ou il y a risque de vio-
lation de ces <propriétés>, en ordre décroissant de certitude d'une violation. Quand
cela est possible, CLARA ajoute au programme des processus de vérification per-
mettant d’étudier la violation de <propriétéss lors de son exécution. Grace a son
analyse statique, CLARA n’ajoute pas au code ces processus dans les portions de
code qui n’ont pas la possibilité de violer les propriétés des automates finis, ce qui li-
mite les ralentissements dus aux processus de vérification. Lorsque ses ajouts restent
considérables, CLARA organise les processus de vérification a l'exécution en sous-
groupe, de sorte qu’il soit possible de distribuer différentes versions du programme
contenant seulement une partie de ceux-ci, limitant ainsi 1'utilisation des ressources

systeme a l’exécution.
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Nous avons validé cette approche en soumettant a CLARA les propriétés des au-
tomates finis sous différents modeles a appliquer sur différents programmes Java.
CLARA a permis de prouver que la plupart de ces programmes respectaient déja les
propriétés définies. Dans les autres cas, CLARA a pu réduire le cout des processus de
vérification a moins de 10%. De plus, nous avons pu localiser de nombreuses viola-
tions de propriété manuellement, en inspectant les entrées en importance dans la liste

produite par CLARA.
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Chapter 1

Introduction and contributions

1.1 Introduction

Programmers who develop large applications in modern programming languages often
face the problem that they have to obey many restrictions to guarantee the correct-
ness of the program they are developing, even irrespective of the actual functional
requirements that the program may have. For instance, it is common that pro-
grammers compose their software systems of existing third-party components, such
as libraries and frameworks [GSCKO04]. These components come with restrictions
on how they ought to be used. Other restrictions may arise from company specific
programming rules that demand, for example, that certain program parts may not
interact, not share any information, or if they may interact then only at certain times
in the program execution or through certain control flows. Yet other restrictions exist
with respect to the programming language being used and the runtime libraries that
come with it. In the programming language C, for example, one may care about de-
allocating all memory that was previously allocated in order to prevent memory leaks,
but at the same time one would certainly care about not accessing a part of memory
that was never allocated or has already been de-allocated. In Java, the programming
language that we consider here, the Java Runtime Library can be seen as a special
software component that is used by every single Java program. The library comes

with special restrictions on how programmers should use its application interface. For
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instance, a programmer should not modify an object of class Collection while iter-
ating over this collection at the same time. In this case it would be unclear whether
the program should iterate over the original contents or the modified contents of the

collection.

Because programmers find it hard to remember all of these programming rules,
and, to date, are not even been made aware of many of these rules, programming errors
arise frequently during software development [Zel05]. Identifying and removing these
errors can consume a large fraction of a piece of software’s development cost [SHK98].
Researchers in Computer Science and Software Engineering hence develop methods
that mitigate the problems mentioned above by analysing programs for potential
programming mistakes. The programming language’s type system can enforce some
of the programming restrictions. The type system of Java, for instance, gives static
error messages if a method is called with a wrong number of parameters, or with
parameters that have an invalid type. For other classes of errors, like errors related

to memory allocation, researchers have developed very specialized tools [GMF06].

The approach that we present in this dissertation allows programmers to check
a large range of program properties, often called typestate [SY86] properties in the
literature. Typestate properties are capable of checking that certain program events
on a number of objects occur in a certain ordering. This comprises many of the

properties that we identified as important above.

In this dissertation we explain the design and implementation of CLARA (Compile-
time Approximation of Runtime Analyses), a framework for verifying finite-state
properties of large-scale programs. One can see CLARA as an extension of a more
traditional software development process that makes use of runtime verification. Fig-
ure 1.1 gives an overview of this process. At the beginning, somebody declares a
program property that requires checking by defining a set of finite-state specifica-
tions. For instance the designer of a reusable component may want to define how the
application interface (API) of the component ought to be used. In general, multiple

different specification languages are possible. Our current implementation supports
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tracematch(Iterator i) {
sym hasNext before:
call(x java. util . Iterator .hasNext()) && target(i);
sym next before:

call(* java. util . Iterator .next()) && target(i);

next next { System.err.println (" Trouble with ”+i); } }

by

@ next . next

Figure 1.2: HasNext tracematch and automaton: do not call next () twice without

an intervening call to hasNext ().

tracematches (a language based on regular expressions [Kle56]) through the Aspect-
Bench Compiler [ACH"05a] (abc for short), as well as past-time (PTLTL) and future-
time (FTLTL) linear temporal logic [Pnu77] and extended regular expressions (ERE)
through the JavaMOP [CRO7] specification compiler. Figure 1.2, for example, shows
how a programmer could denote the “HasNext” property-specification pattern as a
tracematch. This pattern states that it is an error to call the method next () twice on
the same iterator i without calling i.hasNext () in between. In the next chapter we
will explain this example in greater detail. Traditionally, tools like abc and JavaMOP
compile finite-state specifications, like the one in Figure 1.2, into aspects written in
the general-purpose aspect-oriented programming language AspectJ [asp03]. In spe-
cial cases, the component designer may also wish to hand-write the AspectJ aspects
directly, for instance if a hand-written version of the aspect would be significantly

more efficient.

A programmer could then runtime-check whether her program code complies with

this property by weaving the generated aspects into the program using a standard
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AspectJ compiler like aje [HHO4] or abe (the compiler that we will consider in this
dissertation). The weaving process results in a modified version of the original pro-
gram that is instrumented with a runtime monitor. At runtime, the instrumentation
in the client code notifies the runtime monitor whenever the code triggers events that
are of interest to the original finite-state specification. While the exact internal work-
ings of the runtime monitor depend on the specification formalism and specification
compiler, the general evaluation scheme is always the same: the monitor essentially
consists of some implementation of a finite-state machine. When the events that the
client code triggers drive the monitor into a final (or accepting) state, this indicates
that the current execution violated the finite-state property. In this case the runtime
monitor executes some piece of error-handling code which the component designer
defined along with the finite-state specification. We show the finite-state machine
for the HasNext example in Figure 1.2, along with its tracematch definition. When
the program under test drives this state machine into its accepting state g, then
the tracematch will execute its action handler, printing the error message defined in

line 7.

1.2 Research Motivation and Objectives

This traditional runtime-verification approach has several desirable properties. For
instance, because the finite-state specifications are evaluated at runtime, the specifi-
cations can be very expressive. They can refer to runtime events, compare runtime
values and can evaluate predicates over the current heap. Also, when a runtime mon-
itor detects a property violation, it can react to this violation in many different ways.
A simple monitor could issue an error message, while a more involved monitor could
try to work around the effects of the detected violation or revert the program to a
safe state. Another positive property is that a runtime monitor can give a safety
guarantee: if a program run violates the property that the monitor describes, then

the programmer has the guarantee that the monitor will detect this violation.

On the other hand, this traditional runtime-verification approach yields several
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drawbacks. One important drawback is that the instrumentation that is added to the
program under test can yield a significant runtime overhead when test-running the
program. After all, if the runtime monitor needs to monitor many events on a program
run, the monitor has to consume a certain amount of execution time to update its
internal state based on those events. Certain optimizations can be done and have
to be done on the level of the runtime monitor itself: if the runtime monitor can
compute every single state transition faster, then the instrumented program will run
faster too. Avgustinov et al. [ATdMO7] showed which optimizations are necessary to
make runtime monitoring feasible at all. However, as we will show in our experiments,
in some cases, these optimizations may not be sufficient.

A second important drawback of runtime verification is that it gives no static
guarantees. In order to detect a property violation, the programmer of the client code
has to test-run the instrumented code potentially many times to achieve adequate test
coverage. On the one hand this is time consuming, and on the other hand this may
yield the problem that the programmer cannot say for certain when the instrumented
program was tested enough. While an increasing number of different test runs can
strengthen the confidence that the program will never violate the stated property,
these test runs still do not constitute a proof. Therefore it would be desirable to
conduct a static analysis that can prove a program safe with respect to the finite-

state property already at compile-time.

1.3 Solution Overview

In this dissertation we explain the design and implementation of CLARA, a framework
for verifying finite-state properties of large-scale programs. The CLARA framework
aims at mitigating both problems mentioned above: (1) it optimizes the runtime of
a program that has been instrumented with a runtime monitor, and (2) it attempts
to give static guarantees about the correctness of this program with respect to the
stated property. To achieve this goal, CLARA conducts a set of static analyses. In
comparison to the analyses proposed by Avgustinov et al. [ATdMO07], these analyses

6
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do not only analyze and the runtime monitor itself, but they also analyze the complete
instrumented program: CLARA analyzes the program under test with respect to the
stated finite-state property. If CLARA can detect that a certain code location can
never have an effect on the state of the runtime monitor, or is not on a control-flow
path over which one can reach a final state, then CLARA removes all instrumentation
from this program point. This process results in an optimized program which has
a reduced amount of instrumentation and will therefore trigger the runtime monitor
less often than a fully instrumented program. In addition, if CLARA’s analyses detect
that no single program point can violate the property, this means that there is no
possible execution on which the program could violate the property. This is proof
that the program fulfils the stated property.

Figure 1.3 gives an overview of the CLARA framework and the software devel-
opment process that surrounds it. Similar to the traditional runtime-verification
approach, a component designer generates a set of AspectJ aspects, either by hand-
writing the aspects directly or—more commonly—by defining a set of finite-state
specifications which are then translated into AspectJ aspects using a specification
compiler. However, the aspects in this setting are special aspects that are annotated
with additional information. This information is essential to CLARA when it comes
to conducting its static analyses. The annotations to the aspects preserve important
information about the combinations of events that may lead to a property violation
and potentially also the order in which the events have to occur to violate the prop-
erty. The problem is that the usual generated (or hand-written) AspectJ aspects are
Turing-complete and hence it would be very hard if not impossible to reconstruct
this information directly from the monitoring aspects. Using the annotations, this
information is explicitly preserved and readily available to CLARA.

Through its annotation languages, CLARA moreover provides researchers with a
unified way to specify finite-state properties of Java programs. Up until now, no
such format exists, and hence every research prototype uses its own special input
format. This makes it hard to compare static analyses that analyze these properties.
We believe that CLARA’s annotation languages are general enough so that they allow

researchers to express a wide variety of properties. Moreover, researchers can integrate
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a wide variety of static analyses that analyze programs with respect to the properties
that the annotations express.

We extended the abc compiler so that it can parse the annotated aspects. We
implemented CLARA as an extension to the abc compiler. Therefore, the CLARA
framework has access to the instrumented program, the monitoring aspects as well
as any information encoded in the annotations. Based on this information, CLARA
conducts a set of different static analyses (details follow), all of which try to determine
where, if ever, the instrumented program may violate the stated finite-state property.
After its analyses finish, the programmer of the client code obtains an instrumented
program, similar to the one that she obtains in the traditional runtime-verification
approach. However, this time the program is optimized; it usually contains less
instrumentation than a fully instrumented program would contain. In cases where the
analyses in CLARA have been able to prove the program safe, the resulting program
is even free of instrumentation, i.e., it runs without additional runtime overhead.

In certain cases the instrumented program may show a large runtime overhead
despite all static analyses. This may happen if some piece of code that does indeed
violate the stated property resides in a hot loop, or if the analyses are too imprecise
to determine that the code in this loop is actually safe. When this happens, the pro-
grammer can opt to have a specially instrumented program generated. This program
is suitable for collaborative runtime verification: the programmer can execute the
program collaboratively on multiple machines, where each machine will only observe
events generated by a subset of instrumentation points. In addition, the programmer
can configure these programs such that they will monitor certain instrumentation
points only from time to time. This approach is suitable when it comes to testing the
program in the field, and when the program is shipped to a large set of customers.
Each customer will execute a slightly different program, which monitors a slightly
different set of program points. In result, this monitoring approach cannot give any
guarantees: due to the partial instrumentation, property violations may be missed.
Nevertheless, our approach allows programmers to execute a partially instrumented
program that runs with a reduced runtime overhead, but still gives the programmers

some opportunity to find property violations in this program. In particular, when
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programmers ensure that for every single probe at least one user’s program copy
enables this probe, this yield the same coverage as enabling all probes in a single
program copy.

During its static analyses, CLARA usually proves a large set of program points
safe, i.e., CLARA proves that the runtime monitor cannot actually reach a final state
through these points. In addition however, the CLARA framework allows programmers
to inspect the remaining program locations for which the analyses were unable to
prove these locations safe. We call such locations potential failure points. To assist the
programmer in inspecting these points manually, we devised a specialized ranking and
filtering approach. This approach first divides the potential failure points into inter-
related potential failure groups. The ranking algorithm then ensures that CLARA lists
those potential failure points first that are most likely to lead to a property violation

at runtime.

1.4 Challenges

In the proposed setting we assume that we want to apply the CLARA framework
to Java programs of substantial size. Analysing such programs is challenging, first
and foremost due to possible aliasing relationships that the programs may expose.
For example, consider the finite-state property that the program under test should
not write to a file handle that has already been closed. The problem is that the
program could reference the same file handle under different names at the same time,
e.g. the handle could be referenced simultaneously by a parameter p to the currently
executing method, a local variable 1 and a field £. In order to statically analyse
whether or not the program could indeed accidentally write to such a handle after it
was closed, an analysis has to track these alias relationships: when the file is closed
by calling f.close(), then the analyses must be able to infer that it is now unsafe
to call p.write(..).

For other properties, even must-alias information is required. Consider the exam-

ple of a URLConnection, which needs to be initialized before it is opened. Assume that
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this connection is again referenced by variables p and f and that a call to £.open(. .)
is indeed preceded by a call to p.init(..). In this example, the information that
f and p may reference the same connection is not sufficient to determine that the
program fulfils the property. We have to know that £ and p must point to the same
connection (on every execution) to determine that the connection indeed has been ini-
tialized when it is being opened. Such must-alias information is even more expensive
to compute than may-alias information because it requires control-flow information.

This poses another challenge to the analyses that CLARA implements.

Sometimes, even control flow may matter when determining whether or not a
program violates a given property. In the above example, when the program uses
the connection before initializing it, this constitutes a property violation; when the
program uses the connection after initialization, the property is not violated. Con-
structing control-flow information for large programs is challenging and specific ab-
stractions are necessary to guarantee that even such large programs can be analyzed

efficiently.

Last but not least, the analyses in CLARA have to deal with the potential for false
positives. All analyses in CLARA are designed to be sound. In other words, the anal-
yses will only rule out an instrumentation point, i.e., mark it as safe, if the analysis
can prove that the program can never violate the property at this program point. In
particular, the optimized instrumented program that CLARA emits is behaviourally
equivalent to the un-optimized instrumented program. Any sound static analysis of
an undecidable property must make conservative assumptions. Our analyses make
conservative assumptions about the possible control flow, or possible alias relation-
ships. Some of these assumptions may be overly conservative: even if a program
location is safe, the analyses in CLARA may fail to prove this fact. In a setting where
one conducts static verification only, such situations would lead to a potentially long
list of false positives—program locations for which the analysis warns that the stated
property might be violated at this point, although this is not actually the case. Long
lists of potential false positives are quite a burden on the programmer, as she has

to go through this list manually to determine the result of the verification outcome.
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In our approach, fortunately, the programmer is given the option to defer the prop-
erty evaluation to the time at which the program actually executes. Because CLARA
instruments the program under test with an optimized runtime monitor, the pro-
grammer can opt to just test-run the program and see whether property violations
do actually occur at these potential failure points. For certain programs however,
e.g. programs that use dynamic class loading and/or reflection, many conservative
assumptions have to be made, and consequently a lot of program instrumentation
may remain. It is a challenge to present useful information to the programmer nev-
ertheless, and to produce an instrumented program that can run efficiently even in

these cases.

1.5 Contributions

The CLARA framework addresses the challenges mentioned above using the following

original contributions.

1.56.1 Dependent advice and Dependency state machines

To allow CLARA to discover property-specific information from the generated AspectJ
aspects we designed two annotation languages called Dependent advice and Depen-
dency state machines. A dependent advice contains dependency annotations to en-
code crucial knowledge about the finite-state property. Dependent Advice are meant
to capture the essence of the information that is necessary to determine a program’s
finite-state properties at compile time without taking into account a program’s control
flow. Dependency state machines subsume dependent advice, but add information
about the order in which events need to occur so that the given finite-state property
is violated. The designers of software components may opt to annotate aspects by
hand when they hand-write monitoring aspects. However, as we show in this thesis,
one can easily extend existing specification compilers like abe (for tracematches) and
JavaMOP (for PTLTL, FTLTL and ERE) to generate annotated dependent advice

12
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or pieces of advice annotated with dependency state machines instead of ordinary
AspectJ advice.

We therefore believe that CLARA’s annotation languages can be useful to many
researchers: researchers can use annotated aspects to express a wide variety of finite-
state properties, and in particular, these researchers can implement their static anal-
yses by instantiating the CLARA framework. This enables researchers to compare
the precision and performance of their analyses, while eliminating all other acciden-
tal variability, such as slight (but nevertheless significant) differences in the property
specifications. At the current time, no such standard denotation exists, and this

makes it hard to compare static analyses of finite-state properties.

1.5.2 A three-staged static program analysis to evaluate runtime

monitors ahead of time

In a second step we extended the abc compiler so that it can parse these annotated
aspects. We further extended abc’s back-end with a three-staged analysis that eval-
uates ahead of time, i.e., at compile time, the runtime monitor that the annotated
aspect defines (see Figure 1.3). The analysis is staged so that it will run faster. First,
CLARA applies a Quick Check that uses syntactic program information only. Often,
this check can immediately rule out a lot of potential failure points. When poten-
tial failure points remain, the programmer can opt to treat them further, using the
flow-insensitive Orphan-shadows Analysis. This analysis uses flow-insensitive context-
sensitive points-to information to determine whether a set of events that is necessary
to violate the stated property can at all occur (in combination, on the same objects).
When potential failure points remain even after this analysis, then the programmer
can opt to apply a third analysis stage, the Nop-shadows Analysis. The analysis
uses a novel notion of continuation-equivalent states to identify program points that
one does not need to monitor. This analysis stage is flow-sensitive, i.e., it considers
the order in which events can occur. This stage also uses must-alias information to
determine when two pointers must point to the same object. In order to guarantee an

efficient analysis, this third stage is intra-procedural, i.e., considers a single method
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at a time. The analysis models the remaining program with summary information
that is based on the flow-insensitive information that the Orphan-shadows Analysis
computed. As Figure 1.3 shows, CLARA re-iterates the Nop-shadows Analysis and the
Orphan-shadows Analysis. This is because the third stage may enable optimization

potential for the second stage, and vice versa.

A key contribution of this thesis is a set of novel abstractions that allow each
of the three analysis stages to perform its task. While the Quick Check and the
Orphan-shadows Analysis contend themselves with flow-insensitive information, the
Nop-shadows Analysis requires a more detailed abstraction that essentially models the
runtime monitor, a finite-state machine, at compile time. Because the Nop-shadows
Analysis is intra-procedural, it has to make conservative assumptions at procedure
boundaries, which may cause imprecisions. To regain precision, the abstraction not
only models for every object which state(s) this object may be in at every program
point, but also which state(s) this object may certainly not be in. Both information

is crucial to the approach.

1.5.3 Collaborative runtime verification

In cases where possible failure points remain even after applying all three analysis
stages, the programmer still has multiple options. For instance, she can test-run the
instrumented program to check whether violations actually occur at runtime. How-
ever, if much instrumentation remains even after applying the static analysis, then
this may slow down these test runs by large amounts. In these cases, CLARA can
apply a “spatial partitioning” technique, which effectively partitions the instrumen-
tation points into multiple subsets. One can then execute multiple instances of the
instrumented program on different machines, giving each instance another command-
line parameter. Depending on this parameter, the instrumented program will enable a
different subset of instrumentation points. In result, each program instance on its own
will only detect property violations in a specific part of the program, and therefore

execute faster than a fully instrumented program would execute. A nice property of
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spatial partitioning is that, nevertheless, all instances in combination yield complete

coverage.

1.5.4 Ranking of potential failure points

While resorting to runtime verification may be a viable option in some settings, it
may often be rather desirable to get a complete guarantee about a program already
at compile time. If only a few potential failure points remain after CLARA’s analyses,
then the programmer can easily inspect these points manually. However, in cases
where the analyses suffers from imprecisions, the list of potential failure points may
be long, and therefore the burden on the programmer may be high. In a last stage,
we therefore applied machine-learning techniques to CLARA, so that the analyses can
output a list of potential failure points that is ranked according to some probability
value. In result, the potential failure points at which actual matches are most likely

to occur are ranked to the top.

1.5.5 Summary of contributions and thesis organization

We organized the remainder of this thesis as follows. In Chapter 2 we describe a
case study that reveals finite-state specification patterns that are common to the
constraints that ought to be enforced on clients of the Java Runtime Library. As our
study will show, one can indeed express many of these constraints with finite-state
specifications. In Chapter 3 we then explain how programmers can use the traditional
runtime-verification approach to monitor violations of such finite-state properties at
runtime. We explain existing specification formalisms and specification compilers, and
also give background information about how AspectJ compilers weave the AspectJ
aspects that the specification compilers generate into the program under test.

Table 1.1 summarizes the main contributions of this dissertation. The remain-
ing chapters address these contributions. In Chapter 4 we explain how specification
compilers can preserve additional information about the given finite-state property
within the generated aspects, in the form of a novel AspectJ language extension,

called dependent advice. In this chapter we not only state the syntax and semantics of
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dependent advice but also explain two flow-insensitive optimizations that resolve ad-
vice dependencies ahead of time: the Quick Check and the Orphan-shadows Analysis.
These analyses make use of the dependency information present in the annotations
and a set of novel key abstractions. In Chapter 5 we extend this approach to de-
pendency state machines. A dependency state machine subsumes a set of dependent
advice, and adds information about the order in which events must occur to cause
a property violation. This enables a flow-sensitive analysis stage that we explain in
the same chapter. We explain our code-generation scheme for collaborative runtime
verification in Chapter 6, and our ranking scheme to aid the manual inspection of
remaining potential failure points in Chapter 7. We will discuss related experiments
and their results directly at the end of each chapter. In Chapter 8 we discuss related
work, and we conclude in Chapter 9. The appendices contain some lengthy proofs

and complexity estimates.

Contribution Chapter
Dependent advice (language definition and implementation)
Dependency state machines (language definition and implementation)
Three-staged static program analysis

Spatial partitioning

N S = Ot
Ut

Ranking of potential failure points

Table 1.1: Main contributions of this dissertation
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Chapter 2

Safety properties in large-scale Java programs

As we mentioned in the introduction, the CLARA framework is an approach to
verifying interesting properties of Java and AspectJ programs through a combination
of compile-time and runtime techniques. In this chapter we discuss a wide range
of these properties. We start by commenting on a study conducted by Dwyer et
al. [DAC99], which surveyed a large set of finite-state property specifications from the
scientific literature and other sources. We then present a study that we conducted
ourselves. The goal of this study was to distill a list of rules that programmers need
to adhere to when they use the Java Runtime Library. The Java Runtime Library
is certainly the most widely used Java application interface and therefore its usage
contracts deserve special attention, as they concern many people and programs. This
chapter will make the reader familiar with the kinds of properties that may require
static or dynamic checking in Java programs by giving a large set of examples, many

of which we will use again in later parts of this dissertation.

2.1 Property specifications for finite-state verification

In 1999, Dwyer et al. conducted a study [DAC99] of 555 property specifications for
finite-state verification tools. To the best of our knowledge, this study is the most

substantial of its kind. The patterns were drawn from 35 different sources, mostly
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scientific papers, but also from the developers of verification tools and from student

projects.

The authors could show that, in their data set, the vast majority of specifications
(about 92%) are instances of certain specification patterns. Table 2.1 summarizes
these patterns. As the authors discovered, the patterns Response, Universality and
Absence are by far the most common ones. In their study, about 80% of all the

specifications were an instance of one of these three patterns.

The authors also distinguished different scopes. A given property (i.e., an instance
of a property specification pattern) may be required to hold globally (i.e., on the entire
program execution), between two events, or after, until or before another event. As

the study revealed, more than 80% of all the pattern instances used a global scope.

These results are encouraging in the sense that, despite the fact that finite-state
specifications have the potential for being quite complex, they will usually be rela-
tively simple. Program analyses like ours can exploit this fact. Indeed, as we show
later in this work, our analyses make some assumptions that do not always hold but
do hold in most cases. In these common cases the analysis works well, while in other

less frequent cases the analysis may not be as effective.

The study by Dwyer et al. is important because it reveals a set of common speci-
fication patterns. However, with respect to the work presented in this dissertation, it
was unclear whether the authors’ results would also hold up in the Java-based setting
that we consider here. After all, the authors had drawn their example specifications
mostly from the verification literature, and from people who had produced this litera-
ture. Hence it seems legitimate to ask whether or not the same kinds of specifications
are actually of concern to programmers of Java applications. In addition, Dwyer et
al. drew their specifications from literature that only considered finite-state specifica-
tions to begin with. An interesting question, that we will answer, is therefore whether
or not programmers may be interested in specifying properties that go beyond what

one can express with a finite-state specification formalism.
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Absence A given state/event does not occur within a scope.

Existence A given state/event must occur within a scope.

Bounded Existence A given state/event must occur k times within a scope.
Variants of this pattern specify at least k£ occurrences and
at most k occurrences of a state/event.

Universality A given state/event occurs throughout a scope.

Precedence A state/event P must always be preceded by a state/event
() within a scope.

Response A state/event P must always be followed by a state/event
(@ within a scope.

Chain Precedence A sequence of states/events P, ..., P, must always be pre-
ceded by a sequence of states/events Q1, . .., Q. This pat-
tern is a generalization of the Precedence pattern.

Chain Response A sequence of states/events P, ..., P, must always be fol-
lowed by a sequence of states/events Q1, ..., Q. This pat-
tern is a generalization of the Response pattern. It can be

used to express bounded FIFO relationships.

Table 2.1: Common patterns in finite-state property specifications; from [DAC99]
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2.2 Property specifications in Java programs

We therefore decided to conduct an informal survey on our own, with the goal to
determine common safety properties in Java programs, be they finite-state or not.
Like Dwyer et al., we sought to identify common characteristics of such properties

that would indicate some form of possible specification reuse.

2.2.1 Setup of the survey

As mentioned, we focused our study on the Java Runtime Library (JRL). We first
searched the library for locations at which certain exceptions may be thrown. Pro-
grammers should avoid program executions that can cause these exceptions. For in-
stance, if the JRL throws an I1legalStateException, this usually indicates that the
client program has violated a usage contract of the JRL. In addition, we used a simple
tool to extract JavaDoc API documentation from the JRL’s source code. We then
browsed through the extracted documentation, searching for key phrases like call, ini-
tialize, access or do not. Last but not least we uncovered a set of concurrency-related
properties from the excellent book Java Concurrency in Practice [PGBT05]. This
book contains many descriptions of common pitfalls with respect to concurrency in

Java. As it turns out, one can express most of these pitfalls as finite-state properties.

2.2.2 Property specifications in the Java Runtime Library

When we inspected the Java Runtime Library, we found a large set of properties that
could benefit from static and/or dynamic verification. Most of the properties, but
not all of them, relate to collection classes and 1/O streams that the library provides.
Because virtually every Java program uses the Java Runtime Library, a verification
tool that could check these properties would benefit many software developers. In
the following we describe the different specification candidates that we found in the

Java Runtime Library.
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Asynchronous access to synchronized collections. In Java, a programmer can
synchronize access to a collection ¢ by wrapping ¢ into a wrapper object that dele-
gates to the wrapped collection ¢ using synchronized methods only. To do so, the
programmer invokes the method Collections.synchronizedCollection(c). Per-
forming such a method call is a clear signal that the programmer intends the access
to ¢ to be synchronized, so that multiple concurrently executing threads can access ¢
without causing race conditions [BHO8]. Therefore, after performing this method call,
the programmer should not access the original collection ¢ directly. (In [PGB*05]
this is called the “set and forget” policy.) Using the JRL, programmers can both
synchronize collections and maps. In the following we will refer to the property men-
tioned above by the name “LeakingSync”. The LeakingSync property describes that
one may not access a collection or map any more that was passed to any of the

Collections.synchronized* methods.

Even when a programmer has synchronized a collection by wrapping it into a
synchronized wrapper object, in certain situations it may still not be thread-safe
to access this collection through multiple threads. This is because one cannot only
inspect and modify the contents of the collection via the collection’s own (and now
synchronized) methods, but also via methods of any iterator associated with this
collection. Although access to the object returned by synchronizedCollection is
synchronized, access to the iterators that it produces is not. Hence, comments in the
JRL state that the programmer should explicitly synchronize on the synchronized
collection (using a synchronized block) while iterating over the collection. Similarly,
when the programmer produces a synchronized map, she has to synchronize on the
map while iterating over the map or any of its set representations like its key set or
value set, as these sets only provide views on the map (more on views below). In the
following we will refer to these properties by the names “ASynclterC” (for collections)
and “ASynclterM” (for maps).

A particularly subtle case is the one where the programmer calls a collection-
traversing method like c¢.containsA11(d). Even when both ¢ and d are synchronized

collections, this access may not be thread safe, for the following reason: the method
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containsAll does synchronize on its wrapper object, i.e., on ¢, however it fails to syn-
chronize on the argument object d. Therefore, another thread could modify d while
the current thread computes the expression c.containsAl1(d). (After all, it can
obtain d’s lock.) While programmers may consider this a bug in the implementation
of the JRL, Sun developers argue that the programmer calling this method should
be able to guess that the method iterates over the argument collection and hence
it is the responsibility of the programmer to wrap the method call into an appro-
priate synchronized block®. If a programmer happens to forget the synchronization,
this may lead to a subtle data race [Sen08]. The property “ASyncContainsAll” ex-
presses that a thread must own the lock of the argument collection when invoking
c.containsAl1(d) on synchronized collections ¢ and d.

Interestingly, a runtime-monitoring approach as we present it can recover from
such errors once the errors have been detected. In the case mentioned above, when
the monitor detects a method call c.containsA11(d), then the monitor can (1)
acquire d’s lock, (2) proceed with the original method call, and (3) release the lock

again after the original method call completed.

Fail-safe iterators. Even in a single-threaded program, the use of iterators can lead
to programming errors. For example, a programmer could accidentally modify a col-
lection ¢ while at the same time iterating over c using an iterator. By definition of the
Iterator interface in the JRL, this is forbidden because it may leave the iterator in
an undefined state. After all, should the iterator be iterating over the modified or un-
modified collection? Iterators provided by the JRL therefore have fast-fail semantics,
which means that when such a situation occurs, the next call to the next () method
of the iterator that follows the modification of the underlying collection should throw
a ConcurrentModificationException®. To throw this exception at the right point
in time, every single implementation of the Iterator interface in the JRL contains

special monitoring code that keeps track of the status of the underlying collection.

lsee http://bugs.sun.com/view_bug.do?bug_id=4505651
2The name of this exception is somewhat misleading. The error has nothing to do with concurrent
execution; it can well occur in single-threaded programs.
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It seems tedious and error-prone to implement a property that way that is actually
common to all iterators. As we will show, programmers can express this property,
and have the property checked, much more elegantly with a finite-state specifica-
tion. The older collection classes in the JRL, like Vector, produce iterators of type
Enumeration, which do not have the fail-fast semantics. Indeed, with such enumer-
ations, a property violation will go unnoticed if no runtime monitor is present. In
the following, we will refer to the property mentioned above as “FailSafelter”. We
also define a related property over maps: a programmer may not modify a map while
iterating over the map’s key set or values. We refer to this property by the name
“FailSafelterMap”. The properties “FailSafeEnum” and “FailSafeEnumHT” are sim-
ilar, but define conditions on vectors and enumerations, respectively hash tables and

enumerations instead of collections, iterators and hash maps.

Removing elements through an iterator. Programmers can easily break the above
programming rule when trying to filter a collection according to a given predicate: it
seems natural to iterate over the collection, test each element to see if the predicate
matches the element, and when it does, remove the element from the collection.
Because this idiom is so common, the Iterator interface provides a remove () method
that allows the programmer to remove the current element from the collection safely,
i.e., without an exception being thrown. However, the remove () method comes with
its own usage constraints: it may only be called after the iterator was advanced using
next () at least once. Also, after remove () was called, remove () may not be called

again until the iterator was advanced again.

Views on collections make the problem even worse. One other aspect that
makes the problem of an accidental concurrent modifications of collections in Java
even worse is the fact that several methods provided by the JRL return collec-
tions that are views on other maps or collections. For instance, the method call
d = Collections.unmodifiableCollection(c) returns a wrapper object d that
cannot be modified (all methods that would normally modify the state of this collec-

tion throw an UnsupportedOperationException instead). However, a programmer
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can still modify the argument collection ¢ itself, and by doing so could accidentally
raise a ConcurrentModificationException if the program happens to be iterating
over d at the same time. The same is true for key sets and value sets of maps: the
map may be modified while iterating over one of the sets, and one of the sets may
be modified (hence altering the map) while iterating over the map. A particularly
interesting case is the method List.subList(int,int)?. This method returns a
view on a sub-list of the receiver of the call. While it is unlikely that a programmer
would wrap an unmodifiable collection in another one, it is possible (and probable)
that a programmer may call subList again on a list that is already a sub-list of some
other list. This would lead to a chain of views of arbitrary length, making concurrent

modifications yet more likely.

Iterating past the end of a collection. Another possible mistake with respect to
iterators is that a programmer could iterate past the end of a collection. Therefore,
a programmer should virtually always check whether i.hasNext () holds before ad-
vancing an iterator . The same holds for enumerations as well. There are notable
exceptions to this rule, however. In general, a programmer can determine the number
of elements in a collection first, and then make sure by other means than by checking
hasNext () that the iterator is only advanced as many times as the collection has
elements. This is a particularly common idiom in cases where programmers want to
access an element contained in a set. The Set interface provided by the JRL allows
programmers to compare, join and intersect sets, but it provides no access to actually
retrieve the elements of a set. Hence, the only way to access an element of a set is
to create an iterator for this set and then retrieve the element via a call i.next() to
the iterator. To check whether this call is valid, programmers frequently check the
set for non-emptiness rather than calling i.hasNext (). Nevertheless, the property
is an interesting one in general. In the following we will refer to the property by the

names “HasNext” (for iterators) and “HasNextElem” (for enumerations).

3Thanks to Kevin Bierhoff for pointing out this example.
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Streams, readers and writers. The Java Runtime Library contains many definitions
of streams, readers and writers that programmers can connect in various combina-
tions. For instance, an InputStreamReader can read inputs from an InputStream.
The reader is connected to the stream when it is instantiated: the programmer passes
the stream as an argument to the constructor call that initializes the reader. One can
also connect readers to other readers in the same way, or streams to other streams.
Conversely, one can connect writers to output streams or other writers. In general,
in any such chain of connected readers, writers and /or streams, it is an error to close
any of the involved objects (by calling the close() method) and then call any of the
read(..), respectively write(..), methods on the same or any other object in the
same chain. This is because no reader can read from a closed reader or stream, etc.
Even more subtly, if a reader is closed, then all wrapped readers and input streams
are (transitively) closed as well, and hence should not be accessed any more. In
consequence, a programmer should be very careful about connecting one stream to
multiple readers: if one of the readers is closed, the stream becomes inaccessible and
the other reader(s) hence should not be accessed any more either. (The same holds
for writers and output streams.) In the following we will refer to these properties by

the names “Reader” for readers and “Writer” for writers respectively.

Again, there are subtle exceptions from this rule, some of which benefit the pro-
grammer, others of which are rather disconcerting. Closing a ByteArrayInputStream
or ByteArrayOutputStream has no effect at all. In fact, the implementation of the
close() methods is empty. This is because these classes access an in-memory byte
array only and perform no actual input/output operations. There is no semantics to
closing an array and hence, the methods perform no operation. So in this case, the
programmer does not need to worry about accidentally closing one of these streams.
The disconcerting case is the implementation of PrintWriter, as this implementation
in fact violates a contract inherited from the Writer class that PrintWriter extends.
To cite from the JavaDoc documentation? of the close () method in the class Writer:

“Once the stream has been closed, further write() or flush() invocations will cause

4see http://java.sun.com/j2se/1.4.2/docs/api/java/io/Writer.html
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” The class PrintWriter violates this contract, as it

an [OException to be thrown.
states in its own JavaDoc documentation: “Methods in this class never throw I/O ex-
ceptions, although some of its constructors may. The client may inquire as to whether
any errors have occurred by invoking checkError().” To us it is unclear as to why
the developers of the JRL opted for this decision, but we assume that the decision was
made due to the special buffering semantics of the PrintWriter. The same decision
was made for the class PrintStream. The field System.out usually references an
object of class PrintStream. This causes the problem that in the following program

our call for help would go completely unnoticed. This program prints nothing and
throws no exception:
public static void main(String[] args) {

System.out.close ();

System.out.println(”Help!”);

URL connections. Another class in the JRL that comes with subtle usage contracts
is the class URLConnection. Programmers have to go through a four-step initializa-
tion process to establish a connection using this class. To cite from the JavaDoc

documentation:

1. The connection object is created by invoking the openConnection method on
a URL.

2. The setup parameters and general request properties are manipulated.
3. The actual connection to the remote object is made, 