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"After closing a connection c,
dont write to ¢ until ¢ is reconnected.
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Runtime Monitoring with Aspectd

Set closed = new HashSet();

after(Connection c¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

¥

after(Connection c¢) returning:
call(* Connection.reconnect()) && target(c) {
closed.remove(c);

¥

after(Connection ¢) returning:
call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))
error("May not write to "+c+", as i1t 1s closed!");
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Existing Runtime Monitoring Tools

JavaMOP

various spec.
languages

relational aspects

Aspects

’rracema’rchéS
2 Java-STAIRS
aspects
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Runtime-verifying finite-state properties
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Runtime-verifying finite-state properties

after(): call(...)
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public class ClaraTest {

hublic static void main(Stﬁ'
Connection ci - new Cﬁhnection(args[@]);

cl.close(); S
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Runtime-verifying finite-state properties

No static guarantees
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Runtime-verifying finite-state properties

Potentially large runtime overhead
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Runtime-verifying finite-state properties

When to finish testing?
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Integrate results of three communities

[RV2010] http://bodden.de/clara/
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Integrate results of three communities

~ Runtime Verification

" generate monitors

AOPY /,// @ LARAD ~ Static

g

ASPQCf define events statically \\ Analysis

' \ & weave optimize
-~ . .
: < .) monitors monitors
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“no write
after close”

public class ClaraTest {

public static void main(String args[]) {
Connection cl = new Connection(args[0]);
cl.close();

public class ClaraTest {

Rublic static void main(‘;ring args[]) {
Connection ci - new ﬂonnection(args[@]);
cl.close();
cl’ onneft();
cl.close(;

,’rgs[m;
cl.close();

- nnect();

slogsiteCargs[11);
}

Eric Bodden



“no write
after close”

public class ClaraTest {

public static void main(String args[]) {
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cl.writeCargs[11);
}

A ‘ Quick Check ’
* \ \‘ public class ClaraTest { /f'.
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public class ClaraTest {

public static void main(String args[]) {
Connection cl = new Connection(args[0]);
cl.close();
cl.reconnect();
cl.close();
cl.close();
cl.writeCargs[1]);

cl.close();
cl.reconnect();
cl.writeCargs[1]);

Vector moniture.. . heo vector();
synchronized public void create(Iterator i, Collection v) {
HashSet monitorSet = new HashSet();
monitorList.add(new FailSafelterMonitor());
Iterator it = monitorList.iterator();
while (it.hasNext()){
FailSafelterMonitor monitor = (FailSafelterMonitor)it.next();
monitor.create(i, v);
if (monitorSet.contains(monitor) || monitor.failed())
it.remove();
else {
monitorSet.add(monitor);
if (monitor.suceeded()){

S em.out.println("the lection is changed during 1

} '/ tor whil

\ TSN } // end of method
\ synchronized public void updatesource(Collection v) {
\ HashSet monitorSet = new HashSet();

\ Iterator it = monitorList.iterator();
\ while (it.hasNext()){
\ FailSafelterMonitor monitor = (FailSafelterMonitor)it.next();
| monitor.updatesource(v);
if (monitorSet.contains(monitor) || monitor.failed())
it.remove();
else {
monitorSet.add(monitor);
if (monitor.suceeded()){
S .out.println("the collection is change iterating!™)

0 } // end of me
Erlc BOdden 8 synchronized public void next(Iterator i) {

HashSet monitorSet = new HashSet();
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Set closed = new HashSet();

}

dependent after reconnect(Connection c) returning:
call(* Connection.reconnect()) && target(c) {

closed. remove(c);

dependent after write(Connection c¢) returning:

calL(* Connection.write(..)) && target(c) {
1f(closed.contains(c))

error("May not write to "+c+", as it is closed!");

ks
dependency{ f 3
disconnect, write, reconnect;
initial connected: write -> connected, é?;(
reconnect -> connected, C?f%?
disconnect -> disconnected; pf‘o
disconnected: disconnect -> disconnected, /c>€?,~)‘
write -> error; ’&/
final error: write -> error;
Iy
9



Annotation language comes with formal semantics

®

@_ Interface definition through
() annotated AspectJ aspects

_’

[ N
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Annotation language comes with formal semantics

, Are the annotations
(V) 1 generated correct?

@_ Interface definition through
) annotated AspectJ aspects

‘ Is my partial ahead-of-time

) evaluation correct?
(no false warnings, no missed violations)

Eric Bodden 10



public class ClaraTest {

public static void main(String args[]) {

Connection cl = new Connection(args[0]);

cl.close();
cl.reconnect();
cl.close();

bH

Eric Bodden

“no write
after close”

public class ClaraTest {

Rublic static void main(‘;ring args[]) {
Connection ci - new ﬂonnection(args[@]);
cl.close();
cl’ onneft();
cl.close(;

,’rgs[m;
cl.close();

- nnect();

slogsiteCargs[11);
}




relative
effectiveness

syntactic (N
v

POl nll-e rsS _ Orphan-Shadows Analysis

. v
pointers & control flow | EEEEEETTEa) o

Eric Bodden 12



relative
effectiveness

syntactic (N

pointers

pointers & control flow

20%

Eric Bodden 12



1st Iteration

reconnect, write

Eric Bodden

[ICSE2010]
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c.reconnect()

c.write()
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1st Iteration [ICSE2010]
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2nd Iteration [1CSE2010] hot cold

c.reconnect()

v

reconnect, write
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2nd Iteration [1CSE2010] hot cold

v

reconnect, write
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General solution

@ On top of AspectBench Compiler / Soot
@ Full Java support

@ recursion
@ exceptions e

@ multi-object properties

@ reflection®

*[Program Surfing I, tomorrow 4pm]
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10 Programs (DaCapo suite, 1.5MLOC)
X 12 Properties
= 120 Test cases
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10 Programs (DaCapo suite, 1.5MLOC)
X 12 Properties
= 120 Test cases

@ trivially safe
@ proven safe
@ “just” optimized
@ violations found

[ICSE2010]
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Runtime Verification

AOP /
Aspectd

Static
Analysis

\ define events statical

o
< 1 '.:) & weave optimize 7/ V70

monitors monitors

— S e S s

Eric Bodden


http://www.bodden.de/clara/
http://www.bodden.de/clara/

http://bodden.de/clara/

Runtime Verification
dependency{

disconnect, write, reconnect;
initial connected: disconnect -> connected,
write -> connected,
reconnect -> connected,
Static disconnect -> disconnected;
Analysis disconnect: disconnect -> disconnected,
write -> error;
final error: write -> error;

AOP /
Aspectd y, {

define events

( l '..\ & weave optimize

morji’rors monitors
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