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Finite-state properties

"When disconnecting a connection c,
dont write to ¢ until ¢ is reconnected.”



Finite-state properties

disconnect,
reconnect, write disconnect write

.‘ o disconnect Q

{ disconnected J————-—1pi

§ connected |

reconnect

"When disconnecting a connection c,
dont write to c until c is reconnected.”
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Runtime-verifying finite-state properties

No static guarantees



Runtime-verifying finite-state properties

Potentially large runtime overhead



Runtime-verifying finite-state properties

When to finish testing?



Static analysis: the solution?

public class ClaraTest {

public static void main(String args[]) {
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cl.write(args[1]);




Static analysis: the solution?

public class ClaraTest {

public static void main(String args[]) {
Connection cl = new Connection(args[@]);
cl.close();
cl.reconnect();
cl.close();
cl.close();

cluwritelargs1d);
cl.close();
cl.reconnect();
cl.write(args[1]);




Static analysis: the solution?

public class ClaraTest {

public static void main(String args[]) {
Connection cl = new Connection(args[@]);
cl.close();
cl.reconnect();
cl.close();
cl.close();

cluwritelargs1d);
cl.close();
cl.reconnect();
cl.write(args[1]);






















The Clara Framework



The Clara Framework




The Clara Framework




The Clara Framework

after(): call(...)



The Clara Framework

“no write
after close”

public class ClaraTest {

public static void main(String args[]) {
Connection cl = new Connection(args[0]);
cl.close();
cl.reconnect();
cl.close();
cl.close();
cl.writeCargs[1]);
cl.close();
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The Clara Framework

public class ClaraTest {

public static void main(String args[]) {
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The Clara Framework

“no write
after close”

public class ClaraTest {

public static void main(String args[]) {
Connection cl = new Connection(args[0]);
cl.close();
cl.reconnect();
cl.close();
cl.close();
cl.writeCargs[1]);
cl.close();
cl.reconnect();
cl.writeCargs[1]);

cl.write(args[1]);




Houston, we have a problem...
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Vector moniture.. . he. vector();
synchronized public void create(Iterator i, Collection v) {
HashSet monitorSet = new HashSet();
monitorList.add(new FailSafelterMonitor());
Iterator it = monitorList.iterator();
while (it.hasNext()){
FailSafelterMonitor monitor = (FailSafelterMonitor)it.next();
monitor.create(i, v);
if (monitorSet.contains(monitor) || monitor.failed())
it.remove();
else {
monitorSet.add(monitor);
if (monitor.suceeded()){
//System.out.println("the collection is changed during iterating!");
}
} // for else
// for while
} // end of method
synchronized public void updatesource(Collection v) {
HashSet monitorSet - new HashSet();
Iterator it = monitorList.iterator();
while (it.hasNext()){
FailSafelterMonitor monitor = (FailSafelterMonitor)it.next();
monitor.updatesource(v);
if (monitorSet.contains(monitor) || monitor.failed())
it.remove();
else {
monitorSet.add(monitor);
if (monitor.suceeded()){
//System.out.println("the collection is changed during iterating!");
}
} // for else
} // for while
} // end of method
synchronized public void next(Iterator i) {
HashSet monitorSet = new HashSet();
Iterator it = monitorList.iterator();
while (it.hasNext()){
FailSafelterMonitor monitor = (FailSafelterMonitor)it.next();
monitor.next(i);
if (monitorSet.contains(monitor) || monitor.failed())
it.remove();
else {
monitorSet.add(monitor);
if (monitor.suceeded()){
//System.out.println("the collection is changed during iterating!");
}
} // for else
} // for while
} // end of method

ass FailSafelterMonitor {
/* 5 ¢_ERE_% */
int state - @
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Dependency State Machines

Set closed = new WeakIdentityHashSet();

after(Connection ¢) returning:
calL(* Connection.close()) && target(c) {
closed.add(c);

¥

after(Connection ¢) returning:
call(* Connection.reconnect()) && target(c) {

closed.remove(c);

¥

after(Connection c¢) returning:

call(* Connection.write(..)) && target(c) {
if(closed.contains(c))
error("May not write to "+c+", as 1t 1s closed!");
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Set closed = new WeakIdéntityHashSet();

dependent after disconnect(Connection c) returning:

calL(* Connection.close()) && target(c) {
closed.add(c);

dependent after reconnect(Connection c) returning:
call(* Connection.reconnect()) && target(c) {

closed.remove(c);

¥

dependent after write(Connection c) returning:

call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))

error("May not write to "+c+", as i1t i1s closed!");




Set closed = new WeakIdentityHashSet();

dependent after disconnect(Connection c) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

}

dependent after reconnect(Connection c¢) returning:
call(* Connection.reconnect()) && target(c) {

closed. remove(c);

¥

dependent after write(Connection ¢) returning:

calL(* Connection.write(..)) && target(c) {
1f(closed.contains(c))

error("May not write to "+c+", as 1t is closed!");

}

dependency{

disconnect, write, reconnect;

initial  connected: disconnect -> connected,
write -> connected,
reconnect -> connected,
disconnect -> disconnected;

disconnect: disconnect -> disconnected,

write -> error;

final error: write -> error;



public class ClaraTest {

public static void main(String args[]) {
Connection cl1 = new Connection(args[0]);
cl.close();
cl.reconnect();
cl.close();
cl.close();
cl.writeCargs[1]);
cl.close();
cl.reconnect();
cl.writeCargs[1]);
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Idea:
For every joinpoint shadow s:
—Identify states that are equivalent at s.

—If s may transition only between
equivalent states then disable s.
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Tested Properties

ASyncContainsAll

FailSafelterMap

ASyncIterC

HasNextElem

ASynclterM

HasNext

FailSafeEnum

LeakingSync

FailSafeEnumHT

Reader

FailSafelter

Writer




Benchmark programs

antlr Jython
bloat luindex
chart lusearch
fop pmd
hsqldb xalan

( whole DaCapo benchmark suite, except eclipse)



Overall success
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NSA over QC and OSA
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Typestates: Static Typing
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Typestate analysis

(just single objects)



Related Work

Nomair A. Naeem and Ondrej Lhotak. Typestate-like analysis of multiple interacting objects. In
OOPSLA 2008, pages 347-366. ACM Press, October 2008.

Typestate analysis

based on tracematches, supports multiple objects,
unfortunately unsound (sort of my fault)



Related Work

Matthew B. Dwyer and Rahul Purandare. Residual dynamic typestate analysis: Exploiting static

analysis results fo reformulate and reduce the cost of dynamic analysis. In ASE 2007, pages
124-133. ACM Press, May 2007.

Residual Typestate analysis
(just single objects)



Related Work: Conclusion

@ Clara: First open framework for typestate analysis
@ Novel spec. language: Dependency State Machines

@ One of few approaches to support combinations of
multiple objects

@ Apart from Dwyer/Purandare only approach to
hybrid typestate analysis

@ NSA: New notion of continuation-equivalent states
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- disconnect, write, reconnect,

initio connected: disconnect -> connected
R write -> connected

iy % reconnect > cohnhected

. disconnect d1sconnect
: disconne Ct: disconnect -> disconnected

write error; .
error Write > error .!L:



Conclusion

dependency{

disconnect, write, reconnect;

initial connected: disconnect -> connected,
write -> connected,
reconnect -> connected,
disconnect -> disconnected;

disconnect: disconnect -> disconnected,

write -> error;

final error: write -> error;
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Conclusion

c1. _lose(); < -

dependency{

: : cl. 2connec ‘:2:::}
disconnect, write, reconnect; t(); ]
o ) 4
initial connected: disconnect -> connected, ]

write -> connected, c1.close();’==:::;
reconnect -> connected, ;
disconnect -> disconnected;
disconnect: disconnect -> disconnected, 5
: cl.write
write -> error; (B
final error: write -> error;

1 cl.ciose(); ‘:::::;
cl reconnec '
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Conclusion

c1. _lose(); < -

dependenc :
I %1 , cl. 2connec ‘=:::::
disconnect, write, reconnect; 1

- o : t(;
initial connected: disconnect -> connected,

write -> connected, c1.close();’==:::;

reconnect -> connected,
disconnect -> disconnected;
disconnect: disconnect -> disconnected, 5
: cl.write
write -> error; (B
final error: write -> error;

¥ cl.ciose(); ‘:ﬁ:::i
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