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Cybersecurity is becoming increasingly important, especially in safety-critical domains, where cyber attacks
can pose significant safety risks. In response, standards and laws such as the Cyber Resilience Act (CRA)
require product teams to conduct comprehensive assessments of cybersecurity threats and implement appro-
priate security controls throughout the product lifecycle. Despite the availability of structured catalogs for
requirements and mitigations, there is currently no automated method for integrating threat analysis results
with these catalogs or for determining optimal control deployment strategies. Furthermore, addressing threats
in isolation often results in long and redundant lists of potential controls, which increases development costs
and complexity. To bridge this gap, we propose a semi-automated, model-based approach to suggest secu-
rity controls. Our approach utilizes Security-enhanced Component Fault Trees (SeCFT) to analyze attack and
failure propagation and employs a structured catalog to generate context-specific control recommendations
along with appropriate deployment locations. This approach helps engineers efficiently select a coherent set
of controls, enabling them to build a robust, multi-layered defense. We validated our approach through a
proof-of-concept implementation in a real-world case study.

1 Introduction

Modern software-controlled systems are increas-
ingly connected, raising the likelihood of cyber at-
tacks (Sommer et al., 2019). In safety-critical do-
mains such as automotive, aviation, or industrial con-
trol, these attacks can cause hazards that endanger
human life or the environment (Dantas and Nigam,
2023). Consequently, such systems must be both safe
and secure, as required by current standards (e.g.,
ISO 21434, TEC 62443) that mandate joint consid-
eration of safety and security. To limit costly re-
designs, reduce development risk, and ensure com-
pliance, threats, hazards, and their interdependencies
must be identified early in development (Fockel et al.,
2022). Identified threats, especially those that may
lead to hazards, must then be mitigated by suitable
security controls deployed in the system architecture.

However, for a whole system, it is not trivial to
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find a good set of suitable security controls. On the
one hand, due to the vast amount of different poten-
tial threats and controls and since security expertise
is rare, selecting a fitting control for each individual
threat can be a hard task on its own. On the other
hand, as controls may fail, miss an attack, or be de-
liberately disabled by an attacker, no control can pro-
vide a perfect protection against all attacks. There-
fore, some threats may require multiple coordinated
layers of independent controls. In addition, as the lo-
cation of a control (e.g., a message filter) in the system
architecture influences its effectiveness and its ability
to mitigate other threats, finding suitable deployment
locations for controls is not trivial. Current work on
this topic is often detached from the actual system ar-
chitecture, does not offer recommendations for suit-
able deployment locations, or does not take into ac-
count the reusability of controls for multiple threats.
In preliminary work (Fockel et al., 2022), we have
shown that interdependencies between hazards and
threats can be determined semi-automatically by cal-
culating a Security-enhanced Component Fault Tree



(SeCFT) (Steiner, 2016). In this paper, we present
a model-based approach that uses the results of a
SeCFT analysis to suggest security controls from a
structured catalog. Our approach enables context-
specific suggestions of security controls along with
potential deployment locations in the system architec-
ture. We thereby support engineers in implementing
a safety-informed threat modeling process.

Our paper is structured as follows: In Section [2]
we illustrate the research challenges on a running ex-
ample. Section [3] presents our approach and our con-
tributions. In Section 4] we evaluate our approach
based on a real-world case. Section [3 presents re-
lated work. In Section[6] we conclude our paper and
present future work.

2 Research Challenges

In this section, we illustrate our research chal-
lenges based on a running example inspired by the
ISO 21434 automotive security standard.

Running Example. Our exemplary system processes
vehicular sensor data (e.g., camera-detected obsta-
cles) to provide adaptive cruise control and automatic
headlamp control. Figure |1| shows the correspond-
ing safety-informed threat model as a Data Flow Dia-
gram (DFD). Within the Internal Electronic Control Units
(ECUs) Trust Boundary, three software processes (cir-
cles) interact with each other and with external actors
(rectangles): Body Control Module (BCM), Headlamp Sys-
tem, and Adaptive Cruise Control (ACC). The Headlamp
System uses inputs from a driver-operated dashboard
button, connected to the BCM, and a Camera to control
and automatically dim the headlamps when oncom-
ing traffic is detected. The ACC uses the same cam-
era data, cross-correlated with redundant radar_data,
to maintain distance and brake if needed.

As connected vehicles are both safety- and
security-critical, hazards and threats need to be iden-
tified. Wrongly detected obstacles or oncoming vehi-
cles can cause phantom braking (Hazard H1) or loss of
headlight (Hazard H2), potentially leading to a crash.
We consider two example threats: T1, a Spoofing
threat sending fake messages in the name of the Cam-
era, and T2, a Denial of Service threat flooding the
BCM and making it unresponsive. In safety-critical
systems, threats that lead to hazards must be mitigated
with priority, as they potentially have life-threatening
consequences.

Challenges in Finding Suitable Controls. To mit-
igate these threats and to reduce the overall risk of
the system, suitable security controls need to be found
and deployed in the system architecture. While there

are already extensive catalogs for security controls
like MITRE ATT&CK, finding a good set of controls
for a whole system is not a trivial task.

On the one hand, these catalogs are very large and,
due to n-m mappings between threats and controls,
very complex. Without tool support, it is difficult to
select the right controls for identified threats and find
a fitting deployment location in the system architec-
ture, especially for beginners. Furthermore, in safety-
critical systems, interactions with existing safety con-
trols need to be respected. This is further compli-
cating the choice of the right control. For example,
a Watchdog is a safety control which automatically
restarts unresponsive devices that may be used by an
attacker to deliberately carry out a Denial of Service
attack. Similarily, a Message Filter is a security con-
trol that, if configured incorrectly, may block safety-
critical messages and thus cause hazards. Without
taking into account architectural factors and relation-
ships between threats and controls, finding the right
control becomes a hard task on its own.

On the other hand, every control involves imple-
mentation effort and costs money and, in some cases,
has a performance impact. Therefore, a software en-
gineer should carefully consider which controls to use
and only implement those controls that are needed to
reduce the risk efficiently. For example, a message
filter deployed once (in the right location) to protect
a subnetwork from external access can eliminate the
need for alternative or additional measures within the
subnetwork (e.g., encryption of each individual data
flow). However, a message filter can fail to detect
malicious messages or be deliberately deactivated by
an attacker. To ensure a safe operation, the risk of
safety-critical threats therefore needs to be reduced
to the lowest feasible level, potentially with multiple
controls. Multiple layered controls are also a build-
ing block of the defense in depth secure design prin-
ciple (Stytz, 2004). As safety and security analyses
are often performed in silos, it is difficult to deter-
mine which threats are safety-critical. Yet, to decide
which control needs to be deployed where, one needs
to know through which path a threat can trigger haz-
ards. Our solution should therefore assist in finding an
efficient set of security controls and give suggestions
for suitable locations in the system architecture.

3 Suggesting Suitable Security
Controls

In this section, we present our approach with two
main contributions: (a) a meta-model for structur-
ing a catalog of security controls, and (b) a semi-
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Figure 1: Safety-informed threat model for our automotive running example represented by a Data Flow Diagram (DFD)
showing external actors (white rectangles), software processes (circles), messages (blue), threats (red), hazards (orange)

automated, tool-supported process for suggesting
these controls. Our goal is to help engineers to select
appropriate controls from large catalogs and identify
suitable deployment locations in the system architec-
ture. Building on our preliminary work (Fockel et al.,
2022), we use SeCFTs to guide control selection and
placement based on failure propagation information.
With this paper, we do not provide a ready-to-use cat-
alog, but a meta-model that engineers can instantiate
with their own controls.

Meta-Models for Catalog and Threat Model. Fig-
ure [2] presents the meta-model for the security con-
trol catalog (top), a sample instantiation of the catalog
(center), and a meta-model for the safety-informed
threat model (bottom).

The catalog meta-model consists of three main
elements: a ControlType for defining security control
types that can later be instantiated in the actual threat
model, a ThreatType to define types of threats, and a
ControlMapping to define relationships between Threat-
Types and ControlTypes to enable suggestions of secu-
rity controls.

The threat model meta-model defines types to be
used in the actual safety-informed threat model. This
meta-model allows the creation of DFDs, as presented
in Figure |1} which represent the system architecture
and include all identified hazards and threats. In the
DFD, ThreatTypes from the catalog are instantiated
as Threats (depicted as «Threat» in Fig. [I) to enable
suggestions for applicable ControlTypes. ControlTypes
can be derived from existing catalogs, e.g., MITRE
ATT&CK or company-specific catalogs, and are in-
stantiated by the user as concrete Controls in the threat
model.

A Threat is annotated to, i.e., affects a DFDElement
(e.g., a Process, External Actor, etc.) and may cause
FailureModes corresponding to the FailureKinds speci-

fied by the ThreatType. We omit FailureModes in Fig-
ure [I] for readability and since they are usually not
part of a security analysis. For each Message in the
DFD, two FailureModes can exist for each FailureKind:
an outgoing FailureMode at the sending component,
and an incoming FailureMode at the receiver. Failure-
Modes can lead to other FailureModes resulting in a
failure propagation chain that eventually results in
a hazard. Existing failure propagation models, like
SeCFTs, can be reused to import failure propagation
information into the threat model. In turn, as pre-
sented in (Fockel et al., 2022), SeCFTs can be de-
rived (semi-)automatically from system architecture
and dynamic behavior models. Finally, by mitigat-
ing certain FailureModes (depending on the mitigates-
FailureKinds attribute of the respective ControlMapping),
Controls avert the negative effect of Threats on the sys-
tem.

The center of Figure [2| shows a sample catalog
instance based on our catalog meta-model with two
ThreatTypes: Flooding (a Denial of Service threat) and
SpoofComponent (a Spoofing threat). Each ThreatType
specifies, via causesFailureKinds, which FailureKinds
(Omission, Commission, Value) it can cause. For
example, Flooding can crash a component by send-
ing excessive requests, leading to omission failures of
its outgoing messages. By assigning concrete failure
kinds to ThreatType instances, we refine the generic
STRIDE—failure mapping of (Fockel et al., 2022) and
can specify effects of individual threats more pre-
cisely.

The catalog also defines security control types
(ControlType) that directly affect failure modes in the
system’s failure propagation. For example, a Mes-
sage Filte (cf. MsgFilter) can detect manipulated

Unttps://attack.mitre.org/mitigations/M0937


https://attack.mitre.org/mitigations/M0937

name = "Signature Check"

Catalog Meta Model / ControlType DeploymentLocation
FailureKind ControlMapping name: String SS;F?;IIC(?OMMPP
OMISSION deployableAt: ThreatType -
DeploymentLocation INC_FAIL_TBNDY
COMMISSION . . . ~»| causesFailureKinds: - -
mitigatesFailureKinds: Set(FailureKind) OUT_FAIL_TBNDY
VALUE Set(FailureKind) .
name: String DATA_FLOW
Example Catalog Instance (Excerpt) /
SignChk :ControlType MsgFilter :ControlType Watchdog_:ControlType
name = "Message Filter" name = "Watchdog"

— |

| f—

SignaturesForSpoofing FilterForSpoofing

:ControlMappin :ControlMapping :ControlMapping :ControlMapping

deployableAt = deployableAt = deployableAt = deployableAt =

INC FAIL COMP INC FAIL TBNDY OUT FAIL TBNDY OUT FAIL COMP
mitigatesFailureKinds mitigatesFailureKinds mitigatesFailureKinds mitigatesFailureKinds
= {V} ={C, v} ={0} = {0}

FilterForDoS WatchdogForDoS

L SpoofComponent :ThreatType J

name = "Spoofing of Comp."
causesFailureKinds = {O, C, V}

L Flooding :ThreatType (_‘
name = "Flooding DoS Attack"

causesFailureKinds = {O}

Threat Model Meta Model / Threat affecti ] Process
' causes » DFDElement
FailureMode <J_ type: ThreatType name: String N ExtAct
kind: FailureKind description: String | ddployedOn 4 i
.compon.ent: DFDElem. Control DataFlow —  DataStore
isincoming: Boolean mitigates| type: ControlType * o
leadsTo: FailureMode S | TrustBoundary
|—> Hazard Message
resultsin

Figure 2: Meta-models for the threat and security control catalog (top) and the safety-informed threat model (bottom), as well

as a sample catalog instance with potential threats, controls, and s

messages and thus mitigate Value failures at the re-
ceiver. Our sample catalog further includes a Signa-
ture Check (cf. SignChk) to authenticate messages and
a Watchdog to restart unresponsive components.

To map ControlTypes to corresponding ThreatTypes,
the catalog meta-model defines a ControlMapping. The
mitigatesFailureKinds attribute of the ControlMapping al-
lows to specify which (subset of) failure kinds caused
by the corresponding threat the control is able to mit-
igate. For example, as our sample message filter Con-
trolType is able to detect and block spoofed messages,
it can mitigate Commission (fake messages being sent
inadvertently) and Value (messages being sent with
manipulated payload) failures of corresponding mes-

uitable mappings (center)

sages, but it cannot detect, if a legitimate message was
omitted. Correspondingly, the FilterForSpoofing map-
ping specifies that the MsgFilter is able to mitigate C
and V failures from the set of caused failure kinds
of the SpoofComponent ThreatType. OCL rules can be
used to enforce that only failure kinds that are actu-
ally caused by the ThreatType are mitigated by the Con-
trolType. Since the failure kinds that a control is able
to mitigate depends on where it was placed, we have
included the mitigatesFailureKinds attribute in the Con-
trolMapping instead of the ControlType itself.

To calculate suggestions for controls at suitable lo-
cations in the system architecture, the ControlMapping
allows to define a desired deployment location for a



control through the deployableAt attribute. We identi-
fied five different possible deployment locations for
a control, relative to the location where the threat is
annotated in the system architecture:

INC_FAIL_COMP Each receiving node at which com-
promised messages arrive, i.e., components that con-
tain the incoming failure modes for failures caused by
the specific threat.

OUT_FAIL_COMP The sending node of message(s)
that are affected by the threat, i.e., the component con-
taining the outgoing failure mode that is linked to the
threat.

INC_FAIL_TBNDY The trust boundary in which the
component containing the incoming failure mode is
located in.

OUT_FAIL_TBNDY The trust boundary in which the
component containing the outgoing failure mode is
located in.

DATA_FLOW The control shall be deployed directly
on the data flow the affected message is sent over.

Two main ideas lead to this list of deployment
locations. First, preventive controls aim to prevent
threats from occurring in the first place, e.g., a mes-
sage filter that blocks a flooding attack before a com-
ponent is overloaded. Second, reactive controls re-
spond after attacks have already occurred and at-
tempt to mitigate their negative effects (i.e., fail-
ures) on the victim’s side, e.g., a message signature
check that discards compromised messages. With this
knowledge and based on the failure propagation, we
can then either place controls locally at the sender
(OUT_FAIL_COMP), receiver (INC_FAIL_COMP), or on
the data flow itself (DATA_FLOW), or we can protect
the trusted component and its surroundings, i.e., other
components in the same trust boundary of the sender
(OUT_FAIL_TBNDY) or receiver (INC_FAIL_TBNDY).
Control Suggestion Process. Figure [3|visualizes our
proposed process for suggesting security controls. We
foresee that the process will be carried out by a per-
son with security expertise, e.g., a security engineer.
However, most security expertise is needed to create
and fill the catalog, which occurs less frequently than
using the catalog for recommendations. During the
usage phase, the process supports the user by suggest-
ing sets of controls, from which the user then has to
select suitable candidates.

To explain our proposed process and the corre-
sponding meta-model by example, we demonstrate
the effects of each process step on our running ex-
ample in Figure 4]

In Step 1, after filling the catalog and creating the
DFD with annotated hazards and threats, a failure

propagation model, e.g., an SeCFT, must be calcu-
lated for the system. The result of the SeCFT analy-
sis for our running example is shown on the left side
of Figure ] Failure modes of different kinds (e.g.,
Omission) are depicted as labeled triangles. Based
on the failure propagation model, Minimal Cut Sets
(MCS) can be derived, that show which attack and
failure combinations have to occur in combination to
cause a hazard (Haasl et al., 1981). Without any se-
curity controls in place, assume the following three
MCS were calculated for our sample system (each in-
dividual cut set is contained in curly braces):

MCSy1 : {T1,Viadar data}» meaning that T1 and a
value failure of the message radar_data (at ACC) have
to occur simultaneously to cause H1, as the redundant
inputs used to calculate the brake_decision are cross-
correlated by ACC.

MCSyy : {T1 },{T»}, meaning that either T1 or T2
causes H2, as the inability to switch on the headlamp
due to an overloaded BCM or a spoofed oncoming car
both independently lead to a loss of headlight.

In Step 2, all threats from the threat model are
sorted by priority. For this prioritization the MCS
from Step 1 can be reused, as threats appearing in mul-
tiple MCS are potentially more critical (cf. (Steiner,
2016, p. 73)). However, we do not prescribe how
threats actually have to be prioritized, as we only ex-
pect the most critical threat to be dealt with first, so
that its controls can potentially be reused for other
threats. For our running example, threat T1 appears
in two of three MCS (for H1 and H2; cf. Step 1) and is
therefore ordered before T2.

In Step 3, we select the first threat from the or-
dered set of unmitigated threats from Step 2 (e.g., the
one that causes the most hazards) and retrieve appli-
cable ControlTypes for it from the catalog (via the Con-
trolMapping relation).

In Step 4, the ControlTypes from Step 3 are sorted
by their applicability to other threats. This is done to
identify controls that, depending on their deployment
location, are able to mitigate other threats in the same
area and therefore only need to be implemented once.

In Step 5, the sorted list of applicable ControlTypes
for each threat is presented to the user who can select
ControlTypes from the list and deploy them as actual
Controls in the system architecture until they deem the
corresponding threat mitigated.

In Step 6, the mitigated threat is removed from the
set of unmitigated threats and the MCS for the sys-
tem are recalculated to reflect applied controls. Af-
terwards, the user can continue with the next unmiti-
gated threat. As a termination criterion for the entire
process, we use the Shortest Length of Attack (SLOA)
metric (Krautsevich et al., 2010; | Bodden et al., 2024)
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that describes how many actions an attacker has to
perform to achieve their attack goal, e.g., causing a
hazard. We adapt this metric to MCS by correlating
the SLOA with the size of the smallest MCS of the
system. If the SLOA is still too low, i.e., the user de-
termines that there are too few defensive layers in the
system, the process goes on with Step 3 by selecting
the next threat from the set of unmitigated threats. If
the user decides that the SLOA reached an acceptable
level the process is finished.

4 Evaluation

This case study is based on the guidelines defined
by Kitchenham et al. (Kitchenham et al., 1995) and
Runeson and Host (Runeson and Host, 2009). Our
case study investigates the applicability of our ap-
proach in practice. In preparation of the case study,
we implemented a prototype of our approach in a
graphical editor based on the Eclipse platform.

Case Study Context. We examine the three evaluation
questions:

EQ1 Does the presented method enable security en-
gineers to model system architectures, including haz-
ards and threats, for realistic examples?

EQ2 Does the presented method enable security en-
gineers to model control catalogs for realistic control
and threat categories?

EQ3 Does the presented method aid security engi-
neers in finding suitable controls for realistic exam-
ples?

To answer these questions, we specify the head-
lamp system presented in the ISO 21434 automotive
security standard and create a control catalog based
on real-world controls from MITRE.

Setting the Hypotheses. We define the following hy-
potheses for this case study.

HYP1 The system architecture of the headlamp sys-
tem can be specified using the meta-model presented
in Section We consider HYP1 as fulfilled if the
system architecture can be specified and if threats and
hazards can be annotated using solely the meta-model
presented in Section 3]

HYP2 The control catalog can be specified using
the meta-model presented in Section [3] We consider
HYP2 as fulfilled if the control catalog can be spec-
ified using solely the meta-model presented in Sec-
tion 3

HYP3 The automated determination of security con-
trols is correct and complete. For evaluation HYP3,
we generate the list of suggested controls based on
the modeled headlamp system and the control cata-
log. We check if the deployment location enum en-
tries (e.g., INC_FAIL_TBNDY), as presented in Sec-
tion E], are reasonable and complete. In addition, we
manually investigate the results and check whether
the suggested controls and their deployment locations
are reasonable. We consider HYP3 as fulfilled if all
threats are mitigated by means of reasonable controls.

Validating the Hypotheses. To validate the hypothe-
ses, we used the prototypical implementation of our
approach and applied the process presented in Sec-
tion 3] to the modeled case. First, we modeled the
system architecture for the headlamp system and con-
ducted a hazard and threat analysis for the head-
lamp system. We annotated the resulting hazards and
threats on elements of the system architecture. Sec-
ond, we selected exemplary controls from MITRE
and defined a control catalog. Finally, we executed
the automatic determination of security controls and
manually inspected the results for correctness and rea-
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sonability.

Analyzing the Results. We were able to model the
system architecture for the headlamp system and an-
notate the results of hazard and threats analysis to
elements of the system architecture (cf. Figure [T)
using only modeling elements from the meta-model
presented in Section @ In addition, we were able to
model a control catalog based on real-world controls
from MITRE using only modeling elements from the
meta-model presented in Section 3] Thus, we con-
clude that HYP1 and HYP2 are fulfilled. Finally, the
suggested controls (cf. Figure ) mitigate all threats
contained in the system architecture and their loca-
tions were reasonable. Thus, we conclude that HYP3
is fulfilled.

Concluding the case study, the fulfilled hypothe-
ses indicate that our approach and the corresponding
meta-models are applicable and provide reasonable
results for real-world examples.

Threats to Validity. We see the following threats to
validity:

First, we only considered the headlamp system as
a use case for our case study and, thus, cannot gen-
eralize the fulfillment of the hypotheses for all possi-
ble systems. Nevertheless, the selected headlamp sys-
tem is used as a reference system in the ISO 21434.
Moreover, the controls used to model the control cata-
log have been selected from MITRE, which presents a
commonly used control catalog. Thus, we do not ex-
pect large deviations for other automotive examples

and further controls.

Second, the case study was designed and con-
ducted by the same researcher who developed the
approach. Since the researcher might be biased to-
ward the approach, the case study would be more
significant if security engineers had modeled the use
case. To mitigate this, we discussed our approach
with security experts from academia and security en-
gineers from industry. Moreover, we discussed the
case study design and its evaluation questions with
other researchers.

5 Related Work

Most related approaches (e.g., (Fila and Widet, 2020;
Berro et al., 2019)) use variants of attack (defense)
trees (Kordy et al., 2014) with annotated countermea-
sures to formally compute optimal sets of controls,
sometimes extended with safety aspects and depen-
dencies (Soltani et al., 2024). A key limitation is that
they typically determine which controls to select, but
not where to deploy them in the system architecture.
Controls are usually attached to leaf nodes, so each
control mitigates a specific threat and reuse across
multiple threats is not explicitly supported.

Roy et al. (Roy et al., 2010) allow countermea-
sures to be assigned also to intermediate nodes, en-
abling reuse in principle. However, their analysis still
focuses on attack steps of a single threat, rather than



identifying a suitable set of measures for many threats
in a complete system. In contrast, our approach di-
rectly links control selection and deployment within
the threat model by combining SeCFTs (attack and
failure propagation) with DFDs (e.g., trust bound-
aries) to identify deployment locations and thereby
support secure design.

Dantas and Nigam (Dantas and Nigam, 2023)) use
a Knowledge Representation and Reasoning (KRR)-
based mechanism to propose safety and security mea-
sures at architectural locations based on attacker
reachability. They group attacks by type (e.g., in-
tegrity) rather than distinguishing specific threats and
their controls. Our approach instead considers which
failures are caused by concrete catalog threats and
how these failures propagate, allowing more precise
placement suggestions.

6 Conclusion

Cyber attacks can lead to safety hazards, particularly
in automotive or industrial control systems. How-
ever, identifying suitable security controls to protect
these systems can be challenging due to the complex-
ity and interdependencies of threats. This paper pre-
sented a novel approach for strategically suggesting
and selecting sets of security countermeasures to im-
plement a defense-in-depth strategy in safety-critical
systems. The proposed approach utilizes failure and
attack propagation information to suggest efficient se-
curity controls, emphasizing multiple complementary
layers of defense to address potential threats effec-
tively. The suggestion mechanism further respects
potential deployment locations of controls to enhance
control reusability. The approach was evaluated using
a real-world case study, showing promising results in
terms of identifying effective security measures.

By focussing on threats that cause omission, com-
mission, or value failures of messages, our approach
is currently limited to suggest controls only for threats
that have a safety impact. We consider threats that,
for example, target confidentiality out of scope for
our approach for now. Nevertheless, it would prob-
ably be possible to also take into account the effects
of these threats by adding an fictional confidentiality
failure type to the list. Investigating this is a potential
direction for future work.
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